[H#R] #5858
szEy 000

‘A




)

=SZ8M

SR E

G7A% - REB|IREI=Za =Y

‘The G7 Interior and Security Ministers’ Communiqué | 1
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December 10, 2023 in Mito, Ibaraki
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1. We, the G7 Interior and Security Ministers, together with the European Commissioner for Home: . ) . o
Affairs and the Secretary General of INTERPOL, met in Mito, Ibaraki on December 8 to 10, 1. BA, G7RHE - REMUKE. K = al N
2023. We were also joined by the Interior Minister of Ukraine. We gathered to discuss the global REsus, 02F12A8 8 AN SWAIHT TRRAKFTTRE L, Sk, 95
challenges to our safety and security, and renew our commitment to fight against threats to our SAFTDRBRENSME /1=, BRIk, BLADORELARICHT HERMNGERE
societies and values. WAL, BRAOHRRUEBISHT 2EBMEDOBMLADIS Y XY FEHTIS
T ADITEE ST,
2. We are more united than ever, particularly in the context of an increasingly severe global
sevcuriﬁ‘y snuanlia:_, la'zdddress ':e current cl:al\er:ges' :ve laced, guidedtl:y mmrdnun va\u‘e‘s an: 2 BAlE. BICEROARRRAMLSEHTET, B, RITH. ROXELY
::rr:‘c:‘isgh\tr;cu ing freedom, democracy, the rule of law, and respect for gender equality an 201 A FERUNEOUES SO AEORAR KEEE s LT, BET
) BREDRBEITHLT 18, ShF TUUEIHRT 5.
3. We remain determined to work with our partners to enhance our efforts to counter an array of :
common challenges and provide our people a safer, more secure, and better future. 3. #AE, —EOHAEOREISH SIMMERIEL. BROEARILYRLT, &Y
RDT, TLTEKYRVDKREERES 5728010/ 8— bF—EHITMYBL T %3]
4. Webuild on the previous fthe G7 Interior and Ministers' Meetings since EEERET .
2017, in which we set our common agenda to address the current and emerging challenges
based on our shared values. 4. BAlE, HADHET HEMASVTRED, RUHIGRAITHILT 5160
5 e ek " of he G7 RomaLyon Group HEOREERELL, NDIFLROG T - REBUAERAOLFTOA
(RLG) to prevent terrorism and violent extremism and counter organized crime under Japan's Iy bAVRERREET D,
presidency in 2023.
5. E4lE. 03F0HRETHHEFNTT, G70—<-Y3Iv-JIL—T (RL
I Continued Solidarity with and Support for Ukraine G) I2&3. FOUXLRURNGBHEBEML L, MENRITHAT 500
oV »
6. Our steadfast commitment to supporting Ukraine’s fight for its independence, sovereignty, and L G I RS SR A
territorial integrity will never waver. We once again condemn, in the strongest possible terms, - "
Russia's illegal, unjustifiable, and unprovoked war of aggression against Ukraine. Recalling the L. 79514 LORBUTARRURR
G7 Hiroshima Leaders’ Communiqué, we reaffim our unwavering support for Ukraine for as _ L
long as it takes to bring a comprehensive, just, and lasting peace. 6. VU TAF ORI, FHRUBL—HEDLHOOBNEXIET S EISHT HEAL
DHEE=HAI Y FAY MIRLTES CTEFEV, BRGARLRY RbHEL
7. We condemn all types of crimes committed in the context of Russia’s war. There must be no EET. OVFDYYSAFIHT HEET, FET. LbhOHMBBHS £
impunity for war crimes and other atrocities, including Russia’s unlawful killings, sexual violence, BHTHHT S, G7EBERMI 1 s ERELDD. RAl:, MENTAEND
e ‘ Al ! o KFORTRE b1 b T 1OIBEE SRBRY DRLDWEERNIY S F~
consistent with international law, including by supporting the efforts of the Ukrainian authorities DEXBEERET S
and intemational bodies such as the Intemational Criminal Court (ICC) and the International °
Centre for the Prosecution of the Crime of Aggression against Ukraine (ICPA) at Eurojust. We . [ e R N
strongly condemn the unlawful deportation and transfer of Ukrainian civilians, including children, 7. B4l 0 {7;* BBEDIRI=E 5550 6&:50)!&5!&#:&?‘/%1“ vz
to Russia and elsewhere, and will continue to follow the progress of the ICC investigations in 12 & BTALHE, HHRNBRUEMESTHRSLRRVTOMORETAIHT
this regard with the utmost attention, and call for the immediate and safe return of all children, AFRFFRBHSNTIFESEL, COXIRT, ELlE 9754 FL4RLEVCICE
including those facing heightened risk of trafficking in persons. We reiterate the need for close (1rcc) Rui 5 ZBTFEYY S FISHT ZRELED
cooperation between international and national authorities, supported by Europol and Eurojust, FEDEHOEEEUE— (1 CPA) O& 5 HERMNEAH = XLOREEXIE
to ensure those responsible for international crimes can be held accountable. FTHILILLDHDEED, BEELHTIEORELEREL BENLH TBRT
BHENEADAZTY FAY PEHROTERAT B, HARIE. OVTEOFHREST
B |
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8. We stand with Ukraine as it seeks to counter the impacts of Russia’s war on the Ukrainian
people. We thank H.E. Ihor Klymenko, Minister of Internal Affairs of Ukraine, for joining. We VY54 FTORMADTELZEBREUBEZRFERL. COBAND. I1CCO
discussed a range of subjects including the situation on the ground in Ukraine, and needs of BEOEREBRARDIEER > TIITHESHEL, BESZALMBIDY RYICH
Ukrainian law enforcement authorites in facing a range of threats in both the short and long BT 5B 5802 TOFHOABMORL BB EROHET 5. BAlL. ERDE
term. We commit to supporting Ukrainian authorities through capacity-building measures, CREEHTAENTOREERS = & EHET 510, HNFIEEREHER UK
training, and the provision of urgently needed equipment to take all available steps to protect NSRRI~ & 5 E P - EROR G D
the people and sovereignty of Ukraine. We recognize Ukraine’s ambitious reforms, including TEETS
on anti-corruption, and welcome the launch of the G7 Justice Ministers’ *Anti-Corruption Task °
Force for Ukraine", and endeavor to coordinate our efforts and seek synergies with the Task _ B . . .
Force when providing assistance to Ukraine related to anti-corruption. 8. 5’5: ;‘_& ;’f ;’; Tf:;”z? ) ;Z;; ig?"’:i"?’}i‘iﬁgigzg
5 =53, v =L oY A3 n
9. We are determined to deny Russia, Russian entities, and individuals that are complicit in the [CB#HT B, BRIX. 9951 FORLICETHRR. RVERRVRHORSIZ
war the ability to hide and benefit from their assets in our jurisdictions. In coordination with our BUTYY 54 FOERTERNSHEBBICEERT 5L TO=—XERTIBIEL
foreign, finance, and criminal justice counterparts, we willcontinue to work through the Russian HEICONTHB L, BAE. 9954 FOALRUTHERET D10, &
e et el o CORMTRLAE AT 5. AT, NARURSI S LEROR
the Task Force KleptoCapture. We recall and reaffirm the G7 Leaders’ Statement on February el in'j 7 ?4 FAR~OXHEI2 e "fé’ B, BEHRESOHY
24, 2023, the G7 Leaders’ Statement on Ukraine on May 19, 2023, and the G7 Leaders' ST OBROLEEERBS HELHI2GT Eb?:fﬁm f"}??i‘)’ﬁl&ﬁfﬁ
Statement on December 6, 2023, along with the G7 Foreign Ministers’ Statement on November A9 74—R) ORREMDL . F1-. WHAKIBELI-ZRERUT DA,
8,2023, that stated, consistent with our respective legal systems, Russia's sovereign assets in BRY T4 AL DERRHREERT 5.
our jurisdictions will remain immobilized until Russia pays for the damage it has caused to
Ukraine. We reiterate our unwavering resolve to impose and enforce sanctions and other 9. EAlk, BROEETICHZ0L7. AL 7OREKRUESCINELEBALNET
economic measures to further undermine Russia's capacity to wage its illegal, unjustifiable and PREZEL. BEERTBENE/OITEABVILEZREL TN S, HARlE
unprovoked war of aggression. We remain committed to countering any attempts to evade and N, BBRURIBEEON YV E—"— FEEEL T, EURBRUERIAR
underming our sanction measures. 9 IH—R, Ft, BRI TH—RA - LT FEXTFr—EADET, OVTIC
y . . WY BELOFRBECHMEEFTD 2102, AL T7OXERE. RESH, +
1il. All Forms of Terrorism and Violent Extremism UHILE (REPO) 425 21— W0 CIEEST S, Balk. ThERD
10. We reiterate and underiine the G7 Leaders’ Statement on December 6, 2023 that unequivocally EHECEAMIC, 027 E gmﬁ'w FAFITb D Lf:ﬁ%‘rli% LXILLET S
condemned the horrific terror attacks across Israel by Hamas and others that began on October T, BADEETICHIOLTORRNET ZREE. SIEHEHIEANES
7, 2023, and call for the immediate release of all remaining hostages without preconditions. IZLTHL ERALT=, 20234118 8 AT+ G 7 4MBFEBAICINZ T, 202342 A24
The current situation in the Middle East not only poses a threat to global security and has a Bff1+G 7 BkEE. 202345 A19BF+5 9 54 FISBT %G 7 EiERA. RU
direct impact on our societies, but also raises humanitarian concemns. We emphasize Israel's 20234128 6 B11G 7 BRNABIZBE L, BHERT 5, BAE, O TASRET,
ight to defend itself and its people against Hamas, in accordance with intemational law, as it FET, WhhOLVERESEETT 2N EEITAL >0, FIRRUZO
seeks to prevent these , which included murder, hostage-taking, HOBFMEEEH L. BT 2RADES EHVRBEEROTRRAT 5. BAIL.
sexual violence, and attacks on children. Hamas offes nothing but suffering to the Palestinian BAOHBSEEERL . WA55 e HRA-HMNT Do &2 EHEaT y b
people, and it is an obstacle to a better future for them and for the region. We will continue to 2
coordinate our efforts to isolate Hamas and ensure it cannot threaten Israel. We are also deeply °
concerned with the devastating impact on the Palestinian civilian population in Gaza. Regional N _ N
actors must cease de-stabilizing activities. We condemn the rise in extremist settler violence . $503HBOTAY XLRURAMGBHER
comitted against Palestinians, which undermines security and stabilty in the West Bank, and
10. F&(F, 20234108 7 BIStHE o =4 RS TLEHISHT 21\ R MW=L BBBL

threatens prospects for a lasting peace. Those who have committed crimes must be held to
account.

. We express our deep concern with the rise of hateful speech and acts across the world since
the beginning of the conflict, and categorically reject antisemitism, anti-Muslim hatred, and any
forms of discrimination on the basis of race, religion or belief. It disturbs peace and social
cohesion, and above all it threatens Jewish, Muslim, and Arab people. We, the G7 Interior and

Bt dRTY

WTOREZMHE R LT, 20235128 6 A1 7 BRES 2RO TERHA. 4
L. &f. BHREHELIS. BERTOAHOBRRERD D, RTFOREESE
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Security Ministers and the European Commissioner for Home Affairs, stress our steadfast
commitment to act decisively and jointly to protect these people from antisemitism, anti-Muslim
hatred, and any forms of discrimination as well s actions incited by violent extremist actors
that have been reported across our societies by taking all possible actions, including preventive
and educational measures as well as decisive action by our security authorities as appropriate.

8

. The world continues to suffer from attacks by terrorist and violent extremist groups and lone
actors, espousing a range of violent extremist ideologies and inspired by local, regional and
global movements of all motivations. In this regard, we reaffirm our strong resolve to prevent
and counter all forms of terrorism and violent extremism, both online and offiine, at the national
and intemational levels through collective efforts among the G7 members. We reiterate the
importance of collective efforts on countering terrorism and violent extremism, and continue to
collaborate at the domestic and intenational levels to ensure our efforts are thorough,
appropriate, and effective. We also ensure that our responses respect human rights and
fundamental freedoms for all. We continue to increase our capabilties to prevent and counter
threats, pose arisk, and in particular at-risk communities,
from acts of violence. We continue to emphasize the need for collaborative prevention efforts,
using the G7 frameworks such as the RLG to take collective action.

>

. Terrorists and violent extremists utiize the Internet to disseminate illegal and harmful content,
including terrorist and violent extremist content, to finance terrorist and violent extremist
activities, recruit individuals to their cause, encourage radicalization to violence, and incite both
physical and online attacks. We once again join our leaders in calling on the private sector to
step up their efforts to addr violent extremist
We reaffirm our cooperation with the Global Internet Forum to Counter Terrorism (GIFCT) and
stress the importance of expanding GIFCT membership to include a broader range of
technology companies, as well as helping smaller platforms identify and address terrorist and
violent extremist content, in partnership with Tech Against Terrorism. We also reiterate our
support for the Christchurch Call to Eliminate Terrorist and Violent Extremist Content Online
and welcome the achievements made since its adoption in May 2019. We call on the GIFCT
and its member companies to renew their commitment to prioritize addressing terrorist and
violent extremist content online, in line with the Christchurch commitments, and to do more to
address terrorist and violent extremist content, especially the rise in antisemitism and anti-
Muslim hatred online since October 7, 2023,

=

We emphasize the importance of building and maintaining trust between governments,
including law enforcement agencies and the communities they serve, to create a society
resilient to threats of terrorism and violent extremism. In this sense, democracy, the rule of law
and good governance are essential in fostering effective and non-violent means for addressing
political, social and other grievances. We reiterate our strong commitment to work together with
all relevant actors, including civil society, to prevent and counter all forms of terrorism and
violent extremism, and their financing. This includes countering cross-border movement of
known terrorists via information sharing and screening through platforms such as INTERPOL,
and ensuring our tools and policies are adapted o respond to the current threat landscape
while protecting the most vulnerable.
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IV. Ensuring Economic Security

15. Recalling the G7 Leaders’ Statement on Economic Resilience and Economic Security on May
20, 2023, and the G7 Foreign Ministers' Communiqué on April 18, 2023, along with the
commitments from other Ministerial tracks, we also stand strong to do our part in ensuring
economic security and countering threats to our democratic values.

>

We are faced with both state-led and non-state-led activities that aim to acquire our cutting-
edge technologies through exploitation of our open economic systems, economic espionage,
evasion of sanctions and export controls, and other forms of covert intelligence collection
Additionally, otherwise-legitimate activities, such as foreign direct investment and provision of
Information and Communication Technology (ICT) can be abused by malicious actors to gain
access to sensitive assets or data with i for national security. In with our
respective legal frameworks, we will continue to implement export control measures, refine
investment screening regimes, and secure supply chains, without unduly limiting trade and
investment. We will work with international partners to intensify our collective effort to close
gaps in our dual-use technology protection ecosystem and mitigate risks to national security
stemming from foreign investments, preventing the exploitation of legitimate economic activity
to advance aggression or provocations. We will take action to identify and mitigate risks of
disruptions to critical infrastructures underpinning our supply chains

<

. Countering Threats to Peace, Security, and our Democratic Values

3

We remain deeply concemed about the humanitarian situation in North Korea, which is driven
by North Korea's choice to prioritize its unlawful weapons of mass destruction and ballistic
missile programs over the welfare of the people in North Korea. We reaffirm our commitment
to ensure effective implementation of sanctions under relevant United Nations Security Council
Resolutions and prevent and address sanctions evasion and attempts in cyberspace to steal
and launder digital assets. We urge North Korea to respect human rights and resolve the
abductions issue immediately.

s

We are increasingly concemed by hybrid threats and foreign interference activities, including
information manipulation, spread of mis-, mal-, and disinformation, as well as transnational
repression, by foreign states or non-state actors acting on their behalf, attempting to sow
discord in our democracies across the globe. We join our colleagues and counterparts among
the G7 in amplifying the strength and benefits of democracies and the freedoms they guarantee
for every citizen, including the freedom of expression. We reaffirm our support for the G7 Rapid
Response Mechanism to strengthen the G7 coordination in identifying and responding to
foreign threats against democracies. In this regard, we strongly condemn the widespread use
of information manipulation and disinformation by Russia and others.

3

. Recognizing the corrosive impact of these multifaceted threats to societies, we will foster
resilience through a whole-of-society approach in protecting our information and technologies,
and upholding our democratic values.

VL. Keeping Cyberspace Safe

20. Recalling the G7 Hiroshima Leaders’ Communiqué, we reaffirm that governance of the digital
economy should continue to be updated in line with our shared democratic values. These

=
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include faimess; accountability; transparency; safety; protection from online harassment, hate
and abuse; and respect for privacy, human rights, fundamental freedoms and the protection of
personal data. We join our Digital and Tech Ministers in promoting an open, free, global,
interoperable, reliable, and secure Intemet. At the same time, as the G7 Ministers responsible
for security, we are concemed with the ever-increasing dangers that cyberspace can have
‘when misused by actors with malicious intent.

. We remain aware of that the Internet hosts a range of illegal content, including child sexual

abuse materials, and , including can facilitate llegal
and violent acts, such as manuals on how to assemble homemade firearms and explosives.
We are committed to protecting our citizens from acts of terrorism and violent extremism, child
sexual exploitation and abuse, fraud and other crimes that may be accelerated through the use
of cyberspace, including by ensuring the appropriate frameworks in place are used. We will
also leverage our partnerships with the ICT industry with a view to identifying and responding
to such illegal and harmful content from cyberspace as appropriate. We recognize that both
govemments and the private sector need to work together consistent with domestic legislation
and international obligation to ensure an effective approach to illegal and harmful content. We
will strengthen our outreach efforts to empower Internet users and civil society on crime
prevention related to cyberspace. We will promote public-private partnerships among industry,
govemment, and academia, following best practices of the EU Intemet Forum and other
relevant international fora and communities.

We encourage all state and non-state actors to act responsibly in cyberspace. Echoing our
Foreign Ministers, we encourage China to uphold its commitments to act responsibly in
cyberspace, including refraining from conducting or supporting cyber-enabled intellectual
property theft. We will step up our cooperation to counter North Korea's malicious cyber
activities. We will collectively take international action to eliminate safe havens from which
cybercriminals, such as Russian ransomware actors, can 100 often act with seeming impunity.
Wewill part the rule of lawin countering cybercrime
through the utilization of h ights based i and increasing
information sharing with partners and strengthening cooperation in investigations in their
actions.

. We continue to prioritize the international collaboration that is necessary to confront the global

scourge of phishing and other including through fora such as the
International Counter Ransomware Initiative. We will strengthen law enforcement and other
relevant agencies' cooperation among our nations to identify threats and preserve and obtain
vital evidence needed to investig: i d bring to justice those who are committing
these crimes.

. Emerging technologies in cyberspace, including generative artficial intelligence (Al), offer

many opportunities with respect to our work and society. While we must continue to hamess
the capabiliies of these emerging technologies to keep our citizens safe and secure, we must
also recognize that these technologies can be misused by criminals, terrorists and violent
extremists to further their activities. We also recognize that such technologies can increase the
scale of harm and make it more difficult for law enforcement agencies to identify, investigate
and prosecute these crimes. To deal with this increased threat, we will continue to share
information of the latest modl di of illcit activities, individual
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capabilities, including by updating the capaciies of our law enforcement agencies, work in
p ip with industry to eval d minimize the risks of P

integrity, and seek to balance the rights and responsibilities of all stakeholders with a view to
protecting the security and privacy of our citizens. We welcome the G7 Leaders’ Statement on
Hiroshima Al Process on October 30, 2023 as well as the G7 Leaders’ Statement on December
6, 2023, and will prioritize the actions called for in the Hiroshima Process Intemational Guiding
Principles for All Al Actors and Organizations Developing Advanced Al Systems and the
Hiroshima Process International Code of Conduct for Organizations Developing Advanced Al
Systems, keeping in mind that our efforts can lead emerging technology development to
support the common good worldwide.

. Online privacy and security safeguards, such as strong encryption, are critical to protecting our

citizens online and serve a vital purpose in repressive states to protect journalists, human rights
defenders and vulnerable people. However, the rapid implementation of private and secure
i jies without consideration of public safety and with limited or no
consultation with democratic governments poses significant challenges in our abilty to protect
our citizens. Building on our collaboration to date and recalling previous statements made by
the G7, we will work together to maintain tightly controlled lawful access to communications
content that is vital to the investigation and prosecution of serious crimes, including terrorism
and violent extremism and child sexual exploitation and abuse, and will work in partnership with
technology companies to do this to protect the safety of our citizens. In this regard, we call on
the private sector to increase their efforis to engage with democratic governments and civil
society on secure communication technologies and ensure safety is considered at the design
phase, including maintaining tightly controlled lawful access, when developing these
Tothis end, the RLG
and sharing best practices in this field.

. Child Sexual Exploitation and Abuse

We affirm our strong collective commitment to tackle all forms of child sexual exploitation and
abuse. Protecting children around the world, both online and offline, remains our top priority.
We are concerned with the rise in child sexual exploitation and abuse, and recognize that the
Intemet, media platforms, man, for
to recruit, advertise, lure and groom, “sextort,” abuse, and exploit children; share images and
videos depicting child sexual exploitation and abuse, including through “live streaming;” have
for sexual exploi ize and Weare pleased
o see the ongoing international consensus to prioritize tackling this issue, including through a
recent UN call to action on removing known child sexual exploitation and abuse material from
the Internet.

. We underscore that it is our individual and collective responsibility as governments and

societies to do all we can to keep children safe from child sexual exploitation and abuse. In this

regard, ion among the G7 and our partners and
will continue to hold the perpetrators accountable using all the tools that our laws permit,
proactively promoting and feeding i the Child Sexual

Exploitation database.
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28. We acknowledge the strong role of victims' and survivors' voices and perspectives to inform
our respective policy orientations, to help raise awareness of these crimes, and to support
effective action in delivering future change and building appropriate safeguarding responses.
We d to deepening our ith victims, survivors, and the organizations
that work to support them going forward.

29. We recognize that it takes a whole-of-society effort, together with global action and standards
to protect children from and fight against child sexual exploitation and abuse. We join the G7
Leaders in calling on the private sector to step up their efforts to identify and stop these crimes
on their platforms. We stress the importance of each actor, including technology companies,
taking all the steps they can to play their part in keeping children safe online around the world
We urge the ICT industry to further their cooperation with government, particularly with law
enforcement agencies on information sharing, investigations, and reporting of online child
sexual abuse material. We call on industry to take effective proactive action against child sexual
exploitation and abuse, ensure that they do not inadvertently facilitate these crimes on their
services, and that safety is prioritized at the design phase for the sake of countering serious
threats and preventing harm to children, including by endorsing, and transparently
implementing and reporting their progress on the Voluntary Principles to Counter Online Child
Sexual Exploitation and Abuse. We reaffim our commitment to the 2021 G7 Action plan to
combat Child Sexual Exploitation and Abuse. We will continue to promote measures toward
eliminating child sexual abuse materials on the Intemet in close collaboration with the ICT

({RER)
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industry, especially social media and other forms of online communication companies, along 26. Falx, HoWEHEDREQEMEIKR CEFICIYBL HDE L DEVER
with civil society, including NGOs and wider intemational partners, as set out in Annex . TOAIY AV MERERT B, VS VRUT IS4 VDBAEICENT, HE
POREEFHI L. SIEHEBRLORBEFATHS. HAlF, REOHME
Vill. Transnational Organized Crime BEUESOEMERSL, Y—SvLAFA7 - I59 b I —LEBEA VS
—Fy b REEEHEL. BEL. BELTI/L—I25 L. 5 R b—h L.
30. We affirm our joint effort to organized crime in all its including - . it 8
drug trafficking, firearms trafficking, trafficking in persons, migrant smuggling, child sexual EFFL. ELTRIML, 54 TR P =327 #BLELOEBCREDIMNE
exploitation and abuse, cybercrime, ransomware threats, crimes that affect the environment, Hi&(ﬁliﬁiﬁﬁ?éhf:ﬁﬁ&lﬂﬂ@%kﬁ L. MeEROE=0HICREE A SRS
corruption, fraud, intellectual property theft, copy right infringements, property crime, and L. Ff Chb@!ﬂéﬁ’&—lﬁith BET 22 OB EMERICSIEHE LI
money laundering. We further acknowledge that as transnational organized crime rapidly BLTVNAIEERHT 5. BRI 108 —Ry b SEMOREDMMIER
evolves, we need to better understand the linkages between different crime types and the RUBHICHRDALTUYERET S EICHT SRAEQERES DTIIREEE
tendency forllicit organizations to engage in polycriminality. Llt0ESE, COMBISRYMEE S L #EBET S ETROERNEENHH T
B3,
31. We affirm our to various (e.g. INTERPOL, S N
Europol, the United Nations Office on Drugs and Crime), to continued engagement with other P - -
relevant international experts/bodies (e.g. civil society, academia), and to provide information & {imt‘_ L%EQT;&&:J}#W&U@%#:%EE(D?Q %ﬂﬁ{rétm‘ &ahfr%%’ﬁ
and available resources. We acknowledge the need for law enforcement offcials to continue to BB EETS LIS, BRRUMEE LTORXOBHIRUKENSRETH
share information amongst themselves, investigate and build knowledge and capacity, ACLEBMTH, COBANS, BRIF. CTRUBRD/\— S —LOMTH
especially on ICT, to adapt and respond to the evolving modus operandi employed by NERIETHILIFIEHREII Y L. ERBEOHNERT—2 RA—IE0H
transnational organized crime networks and their engagement in polycriminality. Particularly BT —AR—ZEWENIBEL. ChITANL, BROESHIHETI2H505
regarding transnational organized fraud, we declare our enhancing cooperation in line with FREAVTIEHEMEEOTEIEMS.
Annex II.
92, Givenihat s of crime i il and quickly 28. EARIE, BREBOBROAAMEISHERESA, ChoOREIET IEMEMR
. - N FHILEBT, ELTHROLELEDRS L, BYLREIEEMET 5 LTH
d transnationally, itis critically important to swiftly detect and fi th ds of - L A el -
e e e R A% SHERAS 1\ ORBURBAEGNER YL &
among relevant domestic and foreign authorities, international organizations such as 595, BAlE, WEE, Y131 /5—, RUBSHMICED S L EXIBT 510
2@ <AEMEDBSERIEES €SI LTIV M B,
7
The G7 Interior and Security Ministers’ Communiqué | 8 ER
INTERPOL and its global stop payment mechanism, and the private sector including the
financial and technology sector. In particular, being conscious of the fact that criminals are
increasingly using digital assets to launder the proceeds of crime by taking advantage of their 29. EARlE, REOHMERRVEFNSREEFY. ShEBS1h. HROLTH

anonymous nature, we reaffitn our commitments through the intemational anti-money
laundering mechanisms and reiterate the need to continue to develop rules and regulations to
prevent criminal actors from exploiting our valuable economic infrastructure, and to prevent
jurisdictional arbitrage by virtual asset providers. We support initiatives by the Financial Action
Task Force (FATF) on accelerating global implementation of the FATF Standards on virtual
assets, including the “travel rule,” and its work on emerging risks. We endeavor to increase
cooperation among the G7 members for freezing the digital assets transaction accounts and
ensuring that mechanisms exist for the expeditious recovery of proceeds of crime that are
digital assets, including through return to their lawful owners in appropriate cases, which
includes sharing of information on digital assets transaction accounts (user accounts) that are
being or suspected to be used for crime.

33. We recognize that corruption and the laundering of proceeds of crime obtained from corruption
offences drains public resources, and often fuel organized crime. We reaffin our will to work
with our intemational partners in their fight against corruption, including cooperation in
investigations, information sharing, and capacity building, to better prevent such acts and to
hold corrupt actors accountable.

34. We also recognize the significant public health and security challenges posed by illcit drugs,
including synthetic drugs, and other substances subject to misuse or abuse, as well as their
negative impacts on societies. We will enhance efforts to target the illicit manufacturing and
trafficking of these substances and related precursor chemicals, pursue and share information
on criminals engaging in these activities, and disrupt the illicit supply chains at origin, transit,
and o points, while at i efforts towards drug use prevention,
treatment, and recovery services to minimize harms to people who use drugs. Working with
implicated jurisdictions, we will also address the polycriminal dimension of drug trafficking,
including the nexus between drug-related crimes and crimes that affect the environment, as
well as firearms trafficking and money laundering. We will enhance our cooperation with other
countries and international organizations through the Global Coalition to Address Synthetic
Drug Threats and other multiiateral fora.

35. We remain committed to preventing irregular migration whether by land, air or sea, which can
result in tragic loss of life. We reaffirm our commitment to joint efforts to tackle the organized
criminal networks that profit off some of the most vulnerable by facilitating migrant smuggling
and trafficking in persons and the dangerous joumey of migrants and asylum seekers. We will
intensify efforts to break the business model of organized criminal networks, including through
further cooperation to disrupt the supply chains that enable the criminal and exploitative
operations of those engaged in trafficking in persons and migrant smuggling.

@
-3

. We reaffirm our commitment to continue our international and transboundary cooperation to
effectively. crimes including illeg; i
trafficking in wildlife such as protected flora and fauna, timber and timber products, hazardous
and other waste, and precious metals, gemstones and other minerals, illegal mining, illegal
logging, and crimes which could be associated with illegal unreported and unregulated fishing.
We welcome the French initiative in organizing the first meetings of the network of experts on
crimes that affect the environment this year.
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37. We support and celebrate the central role INTERPOL plays in law enforcement cooperation

between our nations in its centenary year and endorse INTERPOL's mission of delivering a
safer world for all its members. We call for the organization to retain its focus on combatting
intemational crime across INTERPOL's global remit, and that INTERPOL's future leadership
ensure the organization continues to develop its global operational functions considering the
growing intemational dimension across all spheres of criminal activity. We commit to continuing
to support the organization in tackling the shared threats we now face.

Annex I: G7 Call on Technology Companies to Take Actions to Fight against Online Child Sexual

Exploitation and Abuse

Annex II: G7 Declaration on Enhancing Cooperation in the Fight against Transnational Organized
Fraud
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Annex | 79/ OU—REITHT 54254~ LORBOMMBREUERLES 1260
G7 Call on Technology Companies to Take Actions to G 7ATEIF U
Fight against Online Child Sexual Exploitation and Abuse
1. AVSA VRV T I VORAICENT, Ho0 ZHECREOEMERRUE

1. Protecting children around the world from all forms of child sexual exploitation and HHOSHAPOREFLRET D LRBTRTOADEETHD. 10 2—1 v bE
abuse, both online and offline, is everyone’s responsibility. With greater access than SEALEEHADT 2 EANNDTHVEERAT 2%, BLlZ. F42/05—6
ever to It t bled we call on — IBE A - A —E B =
Social media and other forms of online communication companies which provide on B U T LI RS R s L R ""’"I’(:" TRUHD
services that are easily accessible to children, to step up efforts in playing their part MEOF 54 VBERKISH L. BHOTS Y F 74 —LLTREORS EHEF
in keeping children safe on their platforms. We strongly support and acknowledge THLETOHSDEHER-TODMMERILT DL 5KRD D, HLIE AWX
the positive role that these companies can play in society, including promoting . HEMLES. EROEBRUEFEDOREEZSE. ChoOREAHEIC
r}-‘il:\::zv\:er we also reosozc:zle that the (hre;( to chlldren onl;n::‘:r:;zryoglloclvﬁ:;l::\); BUTRETHASSRAEMCRIL. RIS S, LALGAS, RAGEL,
growing, and these services are being utilized and exploited by perpetrators to 1:>54 Y EORBAOBRENBEICHEIE. MALTNEZ L. RUSILOY—
commit serious crimes against children. ERBREITH L TEAGLRERITT 51OCMEFICL>THA, BASHT

WA EERHT 5.

2. Online child sexual exploitation and abuse can have significant impacts on victims
and survivors, traumatizing them whose images continue to circulate online, . _ . _ .
sometimes long after they have reached adulthood, and creating the real risk and 2. F254 D LOREOMMEMRUVERHE. BCTOBEHRN. FHITIIMREITE L%
fear of being recognized in their daily lives. Children also risk becoming the targets LB, AU TM U EICHEYEITSC L THBMMEES XY, BEEETE
of grooming and financial sexual coercion and extortion (“sextortion”) schemes, BINTLES CLICHT RERDY R RUBHEESRELI=YTHET,
which can result in the production of additional child sexual abuse material as they =, N - o - | . =
are coerced and exploited by perpetrators. Some youth have also experienced the E%&U*’l}f ’ SEXGRBERELRS, }Eg‘lgif“ -2 {7&6%
extreme outcomes of sextortion, such as self-harm or suicide. The growing risk of BOBREHS HOABRUBE (IR b= av]) ORTONEL BRI
Al-generated child sexual abuse material also poses significant safety challenges BEIhTHEY., REMIEENSHERUERESND ZEICKYELDIREDERN
for children, potentially overburdening and delaying law enforcement agencies from EEIVTUVOREL VNSRRICEYRL, —BOEEFE. £V A =3
B Gl UL THEREBRE VO ERERRERBR LI, A |AERLEREONE

B R LT Y DMAT BEIRIEES. ERAREIINEAREE AT, RED

3. We welcome the innovation of new and effective child safety tools from these HMRERRVEFENEROBEERUMEEEHEL. UBNEELEOREIC
companies. However, new design choices, including end-to-end encryption, should MNIBOERDEBTREMA DS LT, REICE>TEALRL LOBEE LT
be implemented in a way that places child-safety at the heart of their approach to 57
ensure that their platforms continue to be safe for children and that child sexual 5%
exploitation and abuse content does not go unreported, putting more children in
further danger. 3. A T/ O0—RICESHLCHROEF X ALE - £—T 7«

4. In this context, we are jointly calling on technology companies to strive toward and DEFEMLS B, LML, TVK- Y= T FESLEAOHI LB LOR
endorse the Voluntary Principles to Counter Online Child Sexual Exploitation and Rid. BHOTS Y b4 —LARBICESTRETHY KT, REDHRIFRE
Abuse, accepting the need to take proactive voluntary action to act faster and go VEHISHLI UNEEShENIEERRL. LYBOREZEICBIR
further in efforts to prevent, identify, report, and remove child sexual exploitation BRICHDEDCEILHELENES ., REORLEEHOREAHMDOPLIZEZ S
and abuse content from their platforms. There are a range of actions these BTRETRETH .
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companies can take, including deploying available technologies, to help them play
their part in combatting these crimes. These actions should be immediately
considered and taken in line with relevant jurisdictional legislative frameworks 4. COXIRZBENT. BalE. BHOTS Y T4 —b i b REOHIFREUE
across the G7 countries and more widely. Robust action needs to be taken by these _ N - =
. ; #IfR3a2 VEML. HE. BERVHIRT ZRMEISBELT, SYRTH
companies, and such steps could include:
> ” L. B3 r. HENBEEAHERLBREEIAR, #2574 VL0
® Adopting tools to protect child users, such as the default blocking of specific REOHMEREVEFICHAT IEERAATTRAL, ChEXHTIES
B 79/ AU ERIHALTROE, ShEOMPERS LTINSOREAHES
® Improving reporting features for users, identification and removal processes; DREER-E DL IXET SO0, BEORMEERTHLEEH, BOH
® Limiting perpetrators’ abilities to create new profiles after being flagged as WY #§ERABTHADE. CROOTHIE, BLICEESN. 67 EERULY
imiti it w profi i - 5 5
producing, sharing or facilitating child sexual exploitation and abuse on VKE: N 9/6\ - N - - | '991‘_@"1}%3'\??&;‘_"” &
social media platforms; WTBH B DRRICE > TMONZRENHY . COEI LFRITEUTOR
rEFIEL,
® Working alongside law enforcement agencies to strengthen reporting
capabilities and sharing of critical evidence essential for apprehending and - N N . e
prosecuting perpetrators; and ® JS5yhIA—LOBEDHWEEZIMREN SERTEACTILE  RE
1Y RETHY-LERATH L,
® Guiding children and their care givers to appropriate resources and support. o 1—H—(ZkDHEME. FAARRRUNBR IO LR ERETIE,
5. We, the G7 governments working together to tackle these crimes, ask for increased ® U—UHAATATDTTY b T A LBV TREDHMERRUE
and greater from these HEEHHL, HBAL, RMBEL TS LIBHE MRS, MEFOHR
civil society and victims and survivors’ groups, to work (ogemer lc pro(ec( children. T4 —EREHBT AL,
LLIC i ceonen o MEEORMRCIFRIBEL 5 HRERNRUEELINORE EHIE
agencies to ensure that access to crucial evidence regardlng onllne identity and it -
activity of perpetrators, as weII as their nelworks is provided and maintained, I B0, APITHBIL BT H L.
of the platf e Where possible, these o BYLYY—RARUXIBEERERVZORBEEICENT S L,
companies should work together to share best practices, tools and indicators for
[dentfying perpeirafors. 5. CLORFIHLT Hr-OBHT 5R2C 7 BIIE. REERET 510158

6. Protecting children, both offline and online, is a shared responsibility — all sectors. Foi, ChoOEXITHL, —ROBREL . BHF, TRER, HTISHEE
of society need to take on this challenge, especially these companies, which are RUYIAA A= L—FEDBEDIEAERD B, BREE. MEEOL S
key to a whole-of-society response. Today, we urge immediate and stronger action CBARUERICET 2 BELI, BUEChbOREDRY FT—IADT Y
from these companies as critical corporate citizens in keeping children safe from 3 - o s _
online sexual exploitation and abuse all around the world. LR z k 7? Aﬁﬁ?ﬁbﬁam‘ﬂﬁbbf&&gh‘ #HpShECLE

BRI DES. ChoOERAERTHIML OBSERIESEH L ERD D, A
BRAEBAISE. ChoOREE. MEEERETBOORRA L - TFIF 1R,
Y=L RUERERET BOIHBTRETHS,

6. AU VRUF IS VOBAIBEVTREEZFR LI HADEETH D,
HEOHLY BHEM. HISTH/ OS—REHNCORMICRMYBOLENHY. T
hHHELETORGORTHS, KB, HBR(E HROTH 51 2 LOMME
BRVEHNOREORLEHRT S LTERLEATRELT, 79/ 05—
KON D& YRNGITHEEET B,
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G7 Interior and Security Ministers’ Communiqué
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MITO IBARAKI

Annex Il
G7 Declaration on Enhancing Cooperation in the Fight against
Transnational Organized Fraud

. Fraud, including online and telephone fraud, has evolved and become increasingly

sophisticated, organized, and transnational in its nature. The enhancement of

ion and C icati that has assisted the development of
society, is also being exploited by criminals around the globe to prey on the most
vulnerable population through fraud.

Online and telecommunication technology has enabled organized crime groups to
work across national borders and carry out fraud in many forms. In certain parts of
the world, we see the crime groups traveling abroad seeking safe havens to carry
out their fraud operations remotely. We also see a growing link between
transnational organized fraud and trafficking in persons, in particular, people lured
through messages on social media and trafficked into working as accomplices of
such criminal groups.

C ing the change, and the evolving modus
operandi of criminals that adapt to the changes within society, we acknowledge that
the human and societal cost inflicted by fraud committed by organized crime groups
will continue to grow and become a greater challenge, unless we act now.

We will strengthen cooperation among the G7 and work with our partners around
the globe to address all forms of fraud, and to detect, disrupt, and dismantle the
organized crime groups behind this, including by:

Preventing the reach and means of fraudsters;

Pursuing organized fraudsters acting transnationally;

Better empowering the public; and,

Building and

Governments, including law enforcement agencies, and industry have a role in
better protecting society from fraud, and the victims and the public will always be
at the center of these approaches. With this in mind, we will strive to create an
i i and i to fight the crime of fraud in all its forms
among the G7 and our partners around the globe through appropriate frameworks
and international fora, including the UK hosted Global Fraud Summitin March 2024.
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SUMMIT

A Declaration fbllowing Mito City’s 16 Junior High School’s Safety Summit in Mito, Ibaraki

~Pass Our Baton to the Future Generation ~

We have been researching various dangers that occur in daily life in
order to create a safer world . We want to recognize the role each
person plays and to be aware of our mission as the leaders .

1 We pursue our dreams and goals by encouraging each other, we
create better ideas and new values to make a barrier-free society.

2 We will never forget the joy of being born in this world and the
preciousness of life, we will endeavor to learn how to save our and
the lives of others in an emergency .

3 We will comply with social manners and traffic rules to live
cooperatively among families , friends, and the community.

4 We will think morally and critically about information in order to
judge and present it correctly.

5 We will learn from the past disasters of our environment, and will
research how to prepare for future emergencies. Especially, we will
work together with our families and the community to think about
what self-help, public help, and mutual assistance should be.

6 We will protect the natural environment, regardless of benefits or
drawbacks. We believe that our strong consciousness and right
actions make for a happier life .

We declare the points above to create a better future. We will carry the
baton-our declaration- from Mito, Ibaraki to the rest of the world .
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